
CHAMPIONING NON-
HUMAN IDENTITY IN 

IDENTITY ARCHITECTURE 

 

As the digital landscape expands to include billions of devices, 
applications, and autonomous systems, the concept of Non-
Human Identities (NHIs) has become crucial for secure and 
scalable operations. Recognizing this emerging need, I’ve 

focused on advancing the understanding and integration of 
NHIs in identity architecture. 

When I first encountered the concept of Non-Human Identities (NHIs), it was little more than a 
question of how to handle basic service accounts. Fast forward a decade and a critical 
conversation in the hallways of an Internet Engineering Task Force (IETF) meeting, and I realized I 
knew nothing about NHIs—and that had to change. As I began to explore its implications for 
current IAM environments, automated systems, and scalable security, I realized how critical it was 
to, well, everything. This curiosity soon became a driving force in my career, inspiring me to co-
chair the Secure Patterns for Internet Credentials (SPICE) working group at the IETF. I’ve 
dedicated quite a bit of my time to demystifying NHIs through writing, speaking, and 
collaborating with forward-thinking organizations to bring these concepts into practical use. 

This case study explores: 

• My journey from curiosity to leadership in shaping industry standards for NHIs. 

• Key contributions to the Secure Patterns for Internet Credentials (SPICE) working group at 
the IETF. 

• Insights gained from blogging and speaking on this complex topic. 

 

The Challenge: An Overlooked Aspect of Identity 
Traditional identity systems were designed with human users in mind, but they often fail to 
account for: 

• Devices requiring secure credentials at scale. 
• Automated systems like AI models that need identity frameworks for accountability. 
• The interoperability challenges in multi-cloud and hybrid environments. 

EXPLORING THE 
INTERSECTIONS OF HUMAN 

AND NON-HUMAN 



The lack of standardization for NHIs leaves organizations vulnerable to: 
• Credential misuse and breaches. 
• Limited scalability for IoT deployments. 
• Gaps in accountability for automated systems. 

 

The Approach 
I began addressing the challenges surrounding NHIs by first fostering awareness through 
education and content creation. Writing extensively on the topic, including blogs such as 
Understanding NHIs: Key Differences Between Human and Non-Human Identities and NHI in 
Academia: Bridging the Gap Between Theory and Practice, I aimed to make this complex subject 
accessible and actionable for decision-makers. These resources helped shift the narrative, 
encouraging proactive planning in identity systems. 

Collaborative Standards Development: 

Recognizing the importance of standardization, I am taking an active role in industry 
collaboration by co-chairing the SPICE working group at the IETF. This involves: 

• Defining scalable and secure credential management protocols for NHIs. 

• Encouraging cross-industry dialogue to address diverse real-world applications, from IoT to 
autonomous systems. 

Through this dual approach of thought leadership and collaborative standards development, I’ve 
empowered organizations to rethink and enhance their identity strategies for a more secure 
digital future. 

Public Speaking: 

Writing and facilitating are great, but I still want to do more. My fascination with NHIs led me to 
share my insights widely through the following speaking engagements and media appearances: 

• Internet2’s TechEx 2024: Delivered a session on the practical implications of NHI 
frameworks in large-scale IoT environments. 

• NHIcon 2025: Presented a keynote exploring the future of NHIs and their role in shaping 
scalable identity systems. 

• Identerati Office Hours Podcast: Participated in multiple episodes discussing the strategic 
and technical challenges of implementing NHI solutions. 

These platforms allowed me to connect with diverse audiences and unpack the complexities of 
NHIs in a dynamic and engaging way. By presenting at major industry events and joining 
thought-provoking podcast discussions, I’ve helped professionals and organizations understand 
the growing importance of non-human identities and the challenges they pose. 

 

The Outcome 
Through my efforts, I’ve co-chaired a global working group to shape NHI standards, driven 
collaboration among diverse stakeholders, and produced resources that demystify this complex 
topic for both technical and non-technical audiences. These initiatives have inspired organizations 
to integrate NHIs into their architecture planning, reducing risk, enhancing scalability, and 
fostering a more secure digital future. 

https://sphericalcowconsulting.com/2025/01/13/understanding-nhis-key-differences-between-human-and-non-human-identities/
https://sphericalcowconsulting.com/2024/11/20/nhi-in-academia/
https://sphericalcowconsulting.com/2024/11/20/nhi-in-academia/
https://events.internet2.edu/website/69276/home/
https://aembit.io/nhicon/
https://www.youtube.com/live/kXeqYARVRJ0?si=zZ4YFr1FsoPcoGUg


 
 

Key Takeaways: 
1. Leadership in Standards Development: Co-chaired the SPICE working group to define 

secure and scalable NHI protocols. 

2. Education and Advocacy: Published blogs and engaged in speaking opportunities to 
make NHIs accessible and actionable. 

3. Strategic Impact: Enabled organizations to recognize the critical importance of NHIs and 
implement proactive solutions. 

 

It’s Your Turn 
Non-human identities are no longer a niche concern—they’re a cornerstone of modern identity 
architecture. Whether you're an organization grappling with IoT security or a stakeholder in the 
identity ecosystem, the time to prioritize NHIs is now. 

Let’s connect and discuss how I can help your team understand and implement effective 
strategies for managing NHIs. 
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